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Abstract—When establishing secret encryption keys using esti-
mates of the reciprocal wireless channel, the number of key bits
that can be generated for a static or slowly varying propagation
environment can be enhanced by randomly changing the radiation
properties of a reconfigurable antenna. However, prior studies of
this approach have been limited and have not considered a high
degree of antenna reconfigurability. This paper uses simulations
and experimental measurements to characterize the impact of
reconfigurable antenna complexity on the performance of key
establishment in different static propagation environments and
in the presence of a multi-antenna eavesdropper. The results
demonstrate that reconfigurable antennas can significantly en-
hance the security, even when the eavesdropper antennas are
adjacent to or surround one of the legitimate nodes. The results
further demonstrate that increasing the number of reconfigurable
parasitic elements notably increases the achieved performance.

Index Terms—Antennas and propagation, security, reconfig-
urable antennas.

I. INTRODUCTION

HILE traditional security measures for wireless com-
munication are implemented at the upper layers of the
communication protocol stack, applying appropriate techniques
at the physical layer can serve to enhance security. For example,
in [1], [2] the idea of exploiting common randomness for secure
communications was established, showing that two nodes can
achieve perfectly secure communications in an information
theoretic sense without the need for a-priori shared information.
In [3]-[5], the ability to generate secure keys by exploiting this
common randomness was analyzed, proving the conditions un-
der which perfectly secret keys can be generated by two nodes.
Since electromagnetic propagation and antennas are recipro-
cal, if two radios transmit training data to each other using half-
duplex communication and use the received training sequences
to estimate the channel transfer function from the transmit-
to-receive antenna terminals, the observed channel estimates
will be the same to within estimation errors. Thus, a reciprocal
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channel can be used as a source of common randomness for
key establishment, which was suggested as early as [6]. Later
work explores the limits of key establishment using a reciprocal
scalar channel [7], [8] and develops practical algorithms based
on channel quantization [9]-[13]. Analysis and measured per-
formance of key establishment for spatially correlated multi-
input multiple-output (MIMO) channels was treated in [14]-
[16]. Recently, the impact of channel sparsity in reciprocal
channel key generation has been investigated [17].

An important limitation of key establishment using quanti-
zation of a shared reciprocal channel occurs when the channel
is static or very slowly fading, since the amount of common
randomness is limited. In [18] the useful idea of using a recon-
figurable antenna for key establishment was presented, where
random states of an electronically steerable parasitic array
(ESPAR) were used to create a random reciprocal channel state
at the two communicating nodes, even for a static underlying
propagation channel. Since [18] was only a proof-of-concept
and did not consider vulnerability with respect to an eavesdrop-
per, we presented initial simulations and measurements of a
scalable reconfigurable antenna in [19] and [20], respectively,
suggesting that with sufficient antenna complexity, keys that
are secure with respect to a single-antenna eavesdropper can
be generated.

The purpose of this paper is to provide a comprehensive
analysis of the security of key establishment methods that
employ reconfigurable antennas and channel reciprocity to
generate common randomness. This new treatment overcomes
limitations of previous work through detailed simulation and
direct measurement. First, in contrast to [18], the antenna used
in our work has scalable complexity, allowing determination
of the full potential of this technology. Second, we consider
the case of an eavesdropper equipped with multiple antennas,
since only a single-antenna eavesdropper was considered in
our previous work. Finally, unlike [20] where due to hardware
limitations phase had to be handled in an approximate way,
we perform phase-coherent three-node measurements in this
work, providing a more accurate characterization of the secrecy
obtained.

Our analysis reveals not only the conditions under which
reconfigurable antennas provide good key generation rates, but
also the level of security achieved using the approach in the
presence of a close, multi-antenna, passive eavesdropper. The
results show that in a multipath channel, a highly configurable
antenna offers a significant improvement in the number of key
bits that can be securely established even when surrounded by
eavesdropper antennas.
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Fig. 1. Top view of the antenna arrangement in the security analysis, where
Bob has a single antenna (hatched square), Alice has a RECAP with a single
feed antenna (black square) and programmable REs placed on a regular grid
(empty circles), and Eve has an array of antennas surrounding the RECAP
(filled hexagons).

II. SYSTEM MODEL

Antennas with a high degree of reconfigurability that consist
of a dense two- or three-dimensional array of reconfigurable
elements have been referred to as reconfigurable aperture
(RECAP) antennas [21], [22], evolving antennas [23], self-
structuring antennas [24], multifunctional reconfigurable anten-
nas [25], and pixel antennas [26], where the first term (RECAP)
is adopted in this work.

Fig. 1 shows the system model considered in our analysis
in which two legitimate nodes designated as Alice and Bob
communicate in the presence of an eavesdropper Eve. While
Alice possesses a RECAP, Bob is equipped with a single
antenna, allowing us to focus on the performance improvement
obtained with a RECAP without the complexity of coordinating
reconfiguration at both radios. Eve possesses an array of Ng
elements that is assumed to surround Alice’s RECAP, as this
creates a high level of vulnerability.! The estimated narrow-
band scalar (single antenna) channels at Bob and Alice are
respectively denoted as hqa and h,/, where the carat (%) is used
to emphasize that these are estimated quantities. Because of
reciprocity, the differences between these two estimates result
only from channel estimation errors, imperfect calibration de-
signed to remove non-reciprocal contributors to the channel (i.e.
radio circuitry), channel time variation between estimation of
the two channels, or other practical effects. The vectors flb and
h, respectively represent Eve’s estimates of the multi-antenna
channels from Alice and Bob.

A. Parasitic RECAP

Alice’s RECAP consists of a single feed antenna placed at
the center of a uniform two-dimensional 5 x 5 square grid of
area 1\ x 1\ with an inter-element spacing of \/4, as depicted

'From an electromagnetics perspective, it is expected that having Eve’s
antennas surround the legitimate node represents a worst case for security,
since the fields everywhere inside a closed surface can be computed from fields
sampled on that surface.
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Fig. 2. RECAP structure with elements arranged on a 5 X 5 regular grid,
where Ny, reconfigurable elements (black circles) are terminated with tunable
impedances and the center element (black square) is the feed. Dipole or
monopole antennas are aligned along the z-axis (out of the page).

by the square in Fig. 1. The terminals of this central antenna
are connected to the radio transceiver circuitry. Other identical
antennas are placed at the other grid positions (open circles in
Fig. 1), with the terminals of each of these parasitic antennas
connected to a circuit that can tune the reactance loading the
antenna. Each tunable parasitic antenna is therefore termed a
reconfigurable element (RE), with Nrp indicating the total
number of REs used to construct the RECAP.

Intuitively, the different reconfigurable states of the RECAP
can be understood by using the analogy of a digital image.
The number of reconfigurable elements (Ngg) is analogous to
the number of pixels, and the number of different reactances
that can be set on each element (Ngg) is like the number of
possible colors for each pixel. Thus, like the digital image,
the total number of possible states of the RECAP is Na&™.
Although we use a very complex structure, a goal of the work
is to understand what level and type of reconfigurability is
sufficient to capture most of the security benefit (i.e. the point
of diminishing returns), and some observations will be drawn
at the conclusion.

Fig. 2 shows the four different RECAP arrangements used in
this study, where the filled circles represent placement of the
REs on the grid. It is expected that with more elements, the
RECAP will be able to more fully exploit the spatial degrees of
freedom within the propagation channel for key establishment,
although REs placed further from the feed element will likely
have reduced impact on the achieved performance. Motivated
by this observation, we consider two different arrangements for
Ngrg = 8to allow exploration of the impact of RE proximity to
the feed antenna.

For the simulations presented in this work, the feed antenna
and REs use z-oriented half-wave dipole elements that are eas-
ily modeled with electromagnetic simulation software. In con-
trast, the experiments use z-oriented quarter-wave monopole
antennas due to their fabrication simplicity. While using differ-
ent antennas for the simulations and experiments may create
some differences, the similar (theoretically identical) radia-
tion patterns for the two elements suggests that the simula-
tions and measurements should result in similar performance
behaviors.
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Fig. 3. RE circuit: (a) schematic, (b) completed RE with circuit board holding
components, bias lead, and a monopole inserted into the SMA connector.

(volts)

Vbias

Fig. 4. Reflection coefficient of several REs as a function of the bias voltage
(Vbias)~

B. Reconfigurable Element

Fig. 3 shows the design of the varactor-diode-based RE used
in measurements. The tuning voltage V},,s is supplied by an
FPGA-controlled circuit that generates a uniformly-quantized
bias voltage to each RE for each RE state. The tuning circuitry
is fabricated on the lower side of the small printed circuit board
at the base of the SMA connector. While Fig. 3 shows the
monopole antenna attached to the tunable circuitry, in operation
the bulkhead adapter attached to the wire monopole is fed
through the ground plane and the SMA connector attached to
the tuning circuitry is then connected to the bulkhead adapter
below the ground plane (Fig. 9 shows the monopole array on
the ground plane).

Fig. 4 plots the corresponding magnitude and phase of S
measured for several different REs at 2.54 GHz using a Rohde
& Schwarz VNB20 vector network analyzer. Sp; is measured
at the input of the SMA connector when the monopole antenna
is not attached as depicted in Fig. 3(a). The results show that
the REs provide a phase tunability of approximately 200°
over 0 < Vhias < 5 V and that the loss (as manifest through
|S11]) increases with bias voltage. The impedance mismatch
loss contribution can be reduced by increasing the value of the
series inductance in the circuit, but our testing shows that this
leads to reduced phase tunability. Since the variation of phase
is not significant for Vs < 1 V, we uniformly quantize the
range 1 < Vhias < 5 Vinto Nrs € {2,4, 8,32} reconfigurable
states. The simulations use the measured S-parameter curves
shown in Fig. 4 in order to make these computations as realistic
as possible.
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III. INFORMATION THEORETIC ANALYSIS

Two information theoretic metrics are used in this work to
quantify the impact of RECAP reconfigurability on the key
establishment performance. This section briefly discusses the
metrics and their computation using channel observations.

A. Key Establishment Metrics

Exploiting common randomness for secure communications
was first analyzed in an information theoretic contextin [1]. As-
suming two legitimate nodes observe random variables X and
Y, while an eavesdropper observes Z, [1] shows that secrecy
capacity is bounded from above by min[I(X;Y|Z), [(X;Y)],
where I(+;-) is mutual information. Furthermore, it was shown
that this bound can be approached by discussion over a public
channel. Later, the same authors analyzed the problem of se-
cure key establishment exploiting common randomness [3]-[5],
where I(X;Y|Z) is established as a critical security parameter
and referred to as the intrinsic conditional mutual information.
A similar quantity is also used in [17] to measure the theoretical
key generation rate.

In the context of our system model in Fig. 1, X and Y
correspond to hq and hg/, which represent common random
information that can be used to establish a common message
(or secret key) at the two legitimate nodes. The channels h,
and h, correspond to Z, or the information that Eve can use to
guess the secret key. In [14], [15] we considered the possibility
of using reciprocal fading MIMO channels as the source of
common randomness to generate a shared secret key, where we
adopted the intrinsic conditional mutual information bound to
define two useful security metrics, as described below.

The first metric is available key bits, which refers to the
maximum number of independent key bits that can be generated
from each observation of the random channel, or

I = I(hoiha) = E {10g2 W} Y

where E{-} is expectation, and f(-) is a probability density
function (pdf).

Because Eve’s channel estimates may be correlated with
he and hg:, she may be able to use these estimates to gain
information about the established key. We account for this with
a second metric, referred to as secure key bits or Igk, which is
the number of generated key bits per channel observation that
can be secure with respect to Eve, given by

Isk :I(ila§ila’|flbaﬁc)
Aa Aa/ ﬁ flc
=E{ log, _f(ha) har o, Be) L 2)
f(halhba hc)f(ha’ ‘hba hc)

When Eve’s channels are independent from the Alice-Bob
channel, we have Isx = Ik, indicating all available bits are also
secure from the eavesdropper.

Note that under static channel conditions and fixed antennas,
Ik = Isk = 0, indicating that no secret key can be generated.
However, by using random antenna states, the reciprocal end-
to-end channel is randomized, leading to nonzero security
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metrics. Estimation errors also create channel variation, but
since this randomness is modeled as independent processes at
the communicating nodes, the mutual information metrics do
not increase from this effect, indicating that a key cannot be
generated from estimation error.

B. Gaussian Channel Assumption

For a static propagation environment, the set of channels cre-
ated by reconfiguring the RECAP may not exhibit a Gaussian
distribution. In this case, the expectations in (1) and (2) can be
computed numerically, as detailed in [19]. When Eve has more
than one antenna, the large number of realizations required for
convergence can lead to excessive computation.

Developing closed-form bounds and low-complexity numer-
ical computations for (1) and (2) is highly desirable, but beyond
the scope of this paper. Instead, to reduce the required com-
putation, we can assume that the channels satisfy a Gaussian
distribution, allowing closed-form computation of [k and Igk.
For channel observations that are correlated zero-mean com-
plex Gaussian random variables,

|Raa||Ra’a’|
Ix = logy ——=——, 3)
Raal
where |-| is the matrix determinant and covariances with
lowercase subscripts denote
R$1$2 =E {h’ElhTTQ} (4)

with {-} indicating a conjugate transpose. Note that R, and
Rara/ are scalar variances when Bob has a single antenna and
Alice’s RECAP has a single feed antenna. Covariances with up-
percase subscripts represent those of stacked channel vectors, or

R xs x :E{[a;ﬁ; b, ]'[hL B, .ﬁ;N}}. )
Similarly, Isk becomes

[Rapc|[Ra el

(6)

Isk =log, — ~ .
Rpc|[Raa Bcl

IV. MODELED KEY ESTABLISHMENT PERFORMANCE

This section covers the security versus complexity analysis
of a parasitic RECAP using full-wave simulations and network
analysis. The electromagnetic propagation channel is assumed
to be static, and any change in the channel can only be caused by
the RECAP. Since additional time variation in the propagation
would likely increase security, the static channel represents a
worst-case scenario.

A. RECAP Analysis

Computing Ik and Isk requires simulations for thousands
of RECAP states (a RECAP state is a unique combination of
RE states). However, since the reconfiguration is accomplished
by changing the reactance presented to the parasitic element
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terminals, we can use a single full-wave electromagnetic char-
acterization of the antennas and then evaluate the antenna
parameters for different reactance combinations using network
analysis [27].

In our scenario, Eve’s antennas are near the RECAP, and be-
cause mutual coupling between the RECAP and Eve’s antennas
may reveal information that can help Eve more easily determine
the key, this coupling cannot be ignored. Therefore, we use the
Numerical Electromagnetic Code (NEC) to model Eve’s and
Alice’s arrays together. Since Bob is far from Alice and Eve, his
antenna is modeled separately and is assumed to lie in the far-
field of the other arrays. In the following, the term port refers to
the terminals of any dipole with feed port indicating the port
for an antenna that is connected to a transmitter or receiver
(which includes the RECAP center element, Bob’s antenna,
and all of Eve’s antennas). While the following formulates the
mathematics for a general number of RECAP feed antennas
NRgpr, the simulations assume a single RECAP feed (Ngp = 1)
as shown in Figs. 1 and 2.

In the NEC full-wave simulations, a unit voltage excitation
is applied at the kth port with all others terminated in a short-
circuit, allowing computation of the short-circuit embedded
radiation pattern €;°(6, ¢) and the current flowing through the
shorted ports of non-excited antennas. Application of this com-
putation for all antennas enables construction of the admittance
matrix Y and the vector e%°(6, ¢) with kth element e5°(6, ¢).
For convenience, we formulate the network analysis using
S-parameters, and we must therefore compute the S-parameters
from

S=1+2Y) I~ 2)Y) @)

where I is the identity matrix and Zj is the system impedance.
We must also compute the radiation patterns with all non-
excited ports terminated in the system impedance using

e"(0,9) = e*(0,¢)Y (I 8). ®)

1
V2o
The computations use Zy = 72 €.

To compute the antenna characteristics for arbitrary loading
of the RE ports, we begin with the general formulation

|:bF] _ l:SFF SFR:| l:aF:| ©)
br Srr Srr| |ar |’
——

b S a

where a and b respectively represent vectors of incident and
reflected waves at a set of ports. The quantities ar and bp
are (Ngrr + Ng) X 1 vectors at the feed ports, ar and by are
Ngg x 1 vectors at the parasitic RE ports, and S has been
appropriately partitioned. Terminating the kth RE port with a
load having reflection coefficient I'r , (computed using Zp)
that forms the kth diagonal element of the diagonal matrix I'g,
we have ar = I'gbg. Using this in (9) yields

ag =Tr(I— Sgrl'r) 'Srrar
br = [Srr + Srrlr (I - SkrTg') Skr] ar,

'y

(10)
(1)
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where I'r is the (Ngrr + Ng) X (Nrr + Ng) reflection coeffi-
cient matrix looking into Alice’s and Eve’s combined feed ports
for the RE termination I'g.

The radiation patterns of Alice’s feed antennas (e°(6, ¢))
and Eve’s array (e°(6,¢)) given the RE termination are
computed as

| . ez |,

E

12)

where e°(6, ¢) and e} (6, ¢) represent the portions of e™°
corresponding to the feed antennas and the REs, respectively.

B. Communication Channels

We assume that propagation is confined to the horizontal
(zy) plane, and therefore we consider the azimuthal radiation
pattern only (6 = 7/2). The multipath model consists of L
paths, where the ¢th path has angle of departure (7 /2, ¢¢), angle
of arrival (7/2, ¢)), and complex amplitude cv,. The channels
become

L

har =) {efc (g,%)rweﬁm (%,fbe) (13)
(=1

hi= Y e (5.6)] et (5.00) a4
=1

where {-}T is a transpose, h, = hq is the error-free reciprocal
channel between Bob and Alice, h.; is the channel between
Bob and Eve’s ith antenna, and e3° is the azimuthally omnidi-
rectional pattern of Bob’s antenna. Because Eve’s antennas lie
close to the RECAP, the computed coupling between Alice’s
feed antenna and Eve’s array elements gives the channel hy
with ith element

hei =TF 1,11, (15)

where I'r has been ordered such that T'p (; 1) is the input
reflection coefficient of the RECAP feed port.

A difficulty in defining the security of our proposed scenario
is that Eve may have a much more sensitive receiver than Alice
or Bob. Assuming the worst case of zero noise at Eve (or
infinite SNR) leads to an information theoretic security of zero,
since there will be a one-to-one mapping between the discrete
RECAP-induced channel states of the ideal Alice-Bob channel
and Eve’s channel. In order to not place any assumptions on the
sensitivity of Eve’s receiver, yet limit Eve’s effective SNR, we
limit the SNR of the pilot signal used for channel estimation
by having Alice and Bob add artificial noise to the pilots they
transmit. This synthetic noise is only known by the nodes that
transmit it, and therefore cannot be subtracted by any other
receiving node. Assuming that Alice and Bob have an intrinsic
SNR of 13 dB (due to receiver noise, non-reciprocity, etc.) and
that Alice and Bob add synthetic noise that is also 13 dB below
the pilot signal level, this 3 dB degradation leads to a composite
SNR of 10 dB at Alice and Bob. On the other hand, we assume
that Eve’s receiver is noiseless, and since she only experiences
artificial noise, her SNR is 13 dB.

IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL. 13, NO. 11, NOVEMBER 2014

(b)

Fig. 5. Simulated Ik as a function of Nrg for different values of Nrg,
where curves marked with * and e are respectively obtained using the Gaussian
assumption and numerical computation: (a) NLOS channel (L = 10), (b) LOS
channel (L = 1).

With these SNR values established, we compute channel
estimates at Alice, Bob, and Eve by corrupting the channels
in (13)—-(15) with additive estimation errors modeled as zero-
mean complex Gaussian random processes whose variances are
chosen to achieve the specified SNR values. Finally, Ik and Isk
can be computed.

C. Simulation Study

Our simulations consider two different channel scenarios:
(a) Non-line-of-sight (NLOS) using L = 10 multipaths and (b)
line-of-sight (LOS) using L = 1. In both scenarios, propaga-
tion path characteristics remain fixed and channel estimates
are computed for 10° different RECAP states. This allows
construction of the relevant covariances required for computing
Ix and Igk using the Gaussian assumption and, for some
scenarios, allows computation of the metric using the accurate
numerical technique. When the channel type is not specified,
the NLOS channel is used. For all simulations, the results are
averaged over 300 different channel realizations and 8 equally-
spaced frequencies from 2.515 to 2.575 GHz. When computing
Isk for Ng < 8, we assume that Eve’s antennas represent a
subset of the array of Ny = 8 elements shown in Fig. 1, and we
average the results over all possible sub-array configurations.

1) Security vs. Antenna Complexity: Fig. 5 plots Ik as a
function of the number of states Nrg for different values of the
number of reconfigurable elements Ny using the numerical
method to compute (1) and Gaussian assumption to compute
(3). The error in the Gaussian assumption (difference between
the two curves) decreases as both Nrg and NNy increase,
demonstrating that the distribution of the channel realizations
with more REs and more reconfigurable states becomes increas-
ingly Gaussian. As expected, the Gaussian assumption upper
bounds the numerical computations of /.

Fig. 5 further shows that under both LOS and NLOS
propagation, the value of Ik decreases with increasing Ngs.
With more reconfigurable states, the variance of the channels
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obtained for different states decreases, reducing the number of
available key bits per channel observation (see (3)). Although
these results show that using Nrg = 2 is beneficial for high Ik,
care must be taken to ensure that the total complexity of the
reconfigurable antenna is not too small, as discussed in [19]. If
the total number of antenna states (Névgm) of the reconfigurable
antenna is too small, Eve may employ an alternative brute-
force attack where instead of searching the set of all possible
keys, Eve only needs to search the set of possible mappings
from antenna states to key bits. Assuming that the total antenna
complexity is well above the lower bound discussed in [19], the
antenna configuration giving the highest Ik should be chosen.

Finally, Fig. 5 shows that for the same number of RE states,
increasing the number of REs improves . This occurs because
increasing Nrg physically adds complexity to the coupling
between the parasitic array and the feed element in the RECAP,
thereby increasing the range of possible RECAP radiation
characteristics. However, the relative benefit of additional REs
diminishes as Nrg increases, a result that is consistent with
previous results on RECAP beamforming [28] demonstrating
that 8 parasitic elements per wavelength are sufficient to exploit
the degrees of freedom in the propagation channel. Note that
although Nrg = 8 gives higher Ik performance than Nyg =
8, the more critical Igk metric is usually lower, indicating that
a larger array with higher spatial selectivity is more beneficial
than high coupling between the feed and parasitic elements.

2) Relative Importance of Eve’s Channels: The results for
Ik do not consider the information (flb and flc) possessed by
Eve that can allow her to more easily determine the established
key, and therefore we next consider Isx. When evaluating this
metric, it is instructive to determine the relative importance
of these two channels in providing information to Eve. We
therefore consider three different cases for computing Igk:

Case 1: Eve knows both }:11, and ﬁc,
Case 2: Eve knows only l}b, and

Case 3: Eve knows only h,.

Fig. 6 plots the corresponding results for Ny = 24 com-
puted using the Gaussian assumption, with the results showing
that ﬁb is the main source of information for Eve for both NLOS
and LOS scenarios (lower Igi indicates more information
leaked to Eve). This result is logical, since fluctuations in flc
arise only from a change in the patterns of Eve’s antennas due
to weak near-field coupling with Alice’s RECAP, whereas hy
provides direct information about RECAP changes. Given this
observation, only h, is considered when computing Igx in the
subsequent analysis. Interestingly, this observation is in contrast
to the case where a random propagation channel (not a random
antenna) is used to generate the key, where h, gives information
to Eve and flb is a static channel with no information [15].

Because numerical evaluation of Igk is computationally de-

manding for Ng > 1, we construct Iéig using (2) and I&gﬂ us-

ing (6) for Ng, = 1 and then compute the ratio v = Iéig /I&))G.
Then, for Ng > 1, we compute Isk using the Gaussian as-
sumption in (6) and scale the result by ~y to obtain a corrected
value of Igk. Comparison of this corrected Gaussian result with
values obtained using numerical simulations for Ng = 2 with
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Fig. 6. Simulated Igk as a function of Ny for Ngg = 24 and two values
of Nrs when Eve knows hy alone, h. alone, or both h;, and h.: (a) NLOS
channel (L = 10), (b) LOS channel (L = 1).

Nre = 8 and Nrg = 2 in an NLOS channel shows that the
error in the corrected Gaussian result is less than 4%.

3) Dependence on Eve’s Array Size: Fig. 7(b)—(e) plot Isk
as a function of N for different values of Ngg and Nrg using
corrected Gaussian assumption. It is interesting to observe that
for this worst-case scenario in which Eve can estimate the
RECAP pattern that creates the random channel fluctuations,
Isk decreases rapidly as Ny increases. These results further
confirm that the number of key bits per channel observation is
maximized for Nrg = 2 and for large values of Nrg. However,
we emphasize that the channel statistics for small Ngg become
less Gaussian, as evidenced by the increased difference between
the results from the uncorrected and corrected Gaussian as-
sumption for /.

Note that for the case with Ngg = 2 and Nrg = 24, com-
parison with Fig. 7(a) shows that approximately 35% of the
available key bits remain secure in the presence of Eve sur-
rounding the RECAP with 8 antennas. This suggests that with
proper selection of the antenna topology, key generation using
reconfigurable antennas can be made robust to even well-
equipped eavesdroppers. On the other hand, having too little
or the improper type of reconfigurability may lead to a system
that is easily compromised.

V. MEASURED KEY ESTABLISHMENT PERFORMANCE

While the simulations have provided valuable insights into
the potential of using sophisticated reconfigurable antennas
for key establishment, the results depend on assumptions that
may not always be satisfied. Therefore, we use experimental
measurements to validate the observations drawn from the
simulations. The communication scenario used is similar to that
used for the simulations, with the exception that A/4 monopole
antennas mounted on a ground plane are used instead of \/2
dipoles. Because of the inferior performance of the Ngygp =
82 RECAP configuration in terms of Igk predicted by the
simulations, this topology is excluded in the measurements.
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(e)
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Fig. 7.
the uncorrected and corrected Gaussian assumption: (a) I, (b)—(e) Isk-

Fig. 8. Relative positions of Bob (B), Alice (A) and Eve (C) at four different
locations within an indoor environment. Arrows connect the different node
locations for a given location number.

Fig. 9. Photograph of the outdoor measurement environment and the relative
positions of Alice, Bob and Eve for Nrg = 8. The red ‘X’ indicates the
antenna in Eve’s array that is not used in measurements.

A. Node Locations

Fig. 8 identifies the relative positions of Bob, Eve and Alice
for four different measurement locations within the Research I
building on the Jacobs University Bremen campus. Location 2
is within a hallway while the other locations are in different
university laboratories. Outdoor measurements were taken on
an open lawn as shown in Fig. 9, where the distance between

O 2 3 4567 8123456708123 4506781 23450678

NE NE NE

Simulated [k and Isk as a function of N for different values of Ngg, and Nrg, where Ik curves marked with * and e are respectively obtained using

Bob and Alice was approximately 40 m. To minimize temporal
variations in the channel, all measurements were collected over
weekends or at night.

B. Experimental Setup

The experiments accommodate 2-node measurements (hq and
flb) or 3-node measurements (iLa, flb and ﬁc), obtained using the
configurations shown in Fig. 10(a) and (b) respectively. In both
cases, an 8 x 8 multiple-input multiple-output (MIMO) channel
sounder similar to that presented in [29] is used. The transmit sig-
nal consists of eight frequency tones spaced at 10 MHz intervals
from 2.515 to 2.575 GHz. The channel for each transmit-receive
antenna pair is measured sequentially, with synchronization
accomplished using Rubidium references and synchronization
(SYNC) units at the different nodes. Because the sounder only
has 8 transmit ports one of which is needed for connection to
Bob’s antenna, only Ng = 7 antennas are used in Eve’s array.

The RECAP is connected to the MIMO channel sounder re-
ceiver, with RE biases controlled using an SPI-based digital-to-
analog (D/A) converter. The FPGA-based SPI implementation
is integrated with the channel sounder to allow synchronization
between the antenna switch states in the MIMO measurement
system and the RECAP states. For the 2-node configuration,
Bob’s antenna is connected to a single output of the sounder
transmitter via a 20 m cable and Eve’s antennas are connected
to the remaining 7 transmit ports. The feed antenna on Alice’s
RECAP is connected to a single receive port. To avoid receiver
saturation, 40 dB attenuators are placed between the transmitter
outputs and Eve’s antennas.

In the 3-node configuration, an additional high isolation
(> 80 dB) switch is used to connect Eve’s antennas to the
transmit ports (allowing measurement of hy) or to the receive
ports (allowing measurement of h.). Eve’s low transmission
power of —20 dBm again avoids receiver saturation. Bob is
implemented using a third radio node with a switch selectively
connecting a 23 dBm transmit signal or a terminator to the
power amplifier driving Bob’s antenna.
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Fig. 10. 2-node and 3-node configurations used to measure channel responses for the legitimate nodes (Alice and Bob) and eavesdropper (Eve). (a) 2-node

measurement; (b) 3-node measurement.
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Fig. 11. Measured Ik as a function of Nrg for Ng =7 and Igk as a

function of Ng for two values of Nrg (both use Nrg = 24) at indoor
Location 1 usmg a 3-node measurement setup when Eve knows hb alone, he
alone, or both hb and he.

C. Results

All measured results use 10° channel snapshots to com-
pute covariance matrices using the Gaussian assumption or
expectations using the numerical method. All of the results are
averaged over the 8 frequency tones in the transmit signal. For
Ng < 7, the results are averaged over all possible Ng-element
sub-arrays.

1) Relative Importance of Eve’s Channels: We once again
explore the relative importance of h, and h, in terms of
revealing information to Eve. As explained in Section IV-C,
we consider cases where Eve knows flb, flc or both. Fig. 11
plots Ik and Isk for a 3-node measurement conducted at indoor
Location 1 when Ngg = 24. These results confirm that flc pro-
vides little information to Eve. As a result of this observation,
we again assume that Eve only knows h, in the remainder of
this analysis, allowing use of the data from the simpler 2-node
measurements. Interestingly, the security metrics appear to be
higher for Location 1 as compared to other locations. Since the
SNR is fixed in the analysis, the higher metrics are likely due to
more favorable multipath.

2) Security vs. Antenna Complexity: Fig. 12(a) plots Ik as
a function of Nrg for several values of Nrg, with the results
averaged over the four indoor measurement locations. The
difference between the results of the uncorrected and corrected
Gaussian assumption observed in the measurements, which for
certain circumstances reaches 5%, is larger than that observed
in the simulations. As expected, [k decreases with increasing
NRgs, emphasizing that Nrg = 2 again leads to the highest
number of key bits per channel observation.

Fig. 12(b)—(e) plot Isk as a function of Ny, for different val-
ues of Nrg and Nrg, where again the results represent averages
over four indoor measurement locations. Ik decreases as Ng
increases, confirming the trend observed in the simulations. For
this NLOS scenario, provided that Alice has a RECAP with
high reconfigurability (large Nrg), the reduction in /g created
by having a large number of antennas at the eavesdropper
relative to an eavesdropper with a single antenna is limited to
approximately 50%.

3) Dependence on Eve’s Array Size: Fig. 13 compares se-
lected results for Igk from Fig. 12 obtained in the indoor
environment to comparable results obtained in the outdoor
environment. These curves show that the decrease in Ik with
increasing Vg is more dramatic for outdoor channels than for
the indoor channels, likely due to the fact that the outdoor sce-
nario is characterized by a dominant LOS path while the indoor
scenario has stronger multipath components. Even when Nig
is large, the value of Isk for Ny = 7 is approximately 20%
of the value obtained for Ng = 1, showing the vulnerability
created by the LOS channel that allows Eve to better predict
the channels observed at the legitimate nodes.

4) Dependence on Eve’s Array Configuration: We have as-
sumed Eve’s array surrounds the RECAP, since it is expected
that this configuration would allow Eve to best sample the
random radiation states of the antenna and track the key gener-
ation process. Arguably, this situation would not be feasible in
practice, and one may ask if a more natural array configuration
for the eavesdropper would exhibit the same behavior. To
explore this idea, we have processed each measured data set
to determine which subset of Eve’s antennas gives the lowest
Isk for a given Ng, thus indicating the best that Eve can do
with a smaller, more practical array.
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Fig. 12. Measured Ik and Isk as a function of Ny for different values of Nrg and NRrg, where Ik curves marked with * and e are respectively obtained using

the uncorrected and corrected Gaussian assumption: (a) Ik, (b)—(e) Isk.
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Fig. 13. Measured values of Igk as a function of Ng for different values

of Nrg and NRg, where the curves for indoor and outdoor measurements
represent averages over all experimental results.

Fig. 14 depicts two sets of curves. In the first case, Igk is
averaged over all possible Eve configurations for a given N,
shown by solid lines. In the second case, we identify Eve’s array
configuration for each data set that produces the worst-case /g
for a given Ng, shown by dashed lines. The results show that
for a target Isk level, Eve can typically get by with 1-3 fewer
antennas if she can pick her best configuration.

Fig. 15 shows the worst-case configurations of Eve’s array
for Location 2 for different array sizes at Eve. The results for
this and other locations (not plotted) typically show that the
worst-case configuration is for Eve to place her antennas on
one side of Alice’s RECAP. We suspect that this occurs due
to a dominant LOS or quasi-LOS component that is present.
Therefore, it appears that a more natural and compact array
could be judiciously placed by an eavesdropper to obtain nearly
the same security reduction as is seen with a full array that
surrounds the RECAP.

(a) (b)
1.8

Isk

Fig. 14. Measured Igk and as a function of N for different values of Nrg
and Ngrg, where solid and dashed curves are respectively obtained using
average and worst case Eve antenna configuration (a) Nrg =2, (b) Ngrg =32.
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Fig. 15. Worst-case configuration of Eve’s array for Location 2 (Hallway)
where circles indicate positions of Eve’s antennas.
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VI. CONCLUSION

This work explores the effectiveness of using a highly-
reconfigurable antenna to generate varying channel estimates
that are in turn used to establish secret encryption keys in
a time-division duplex communication system. The results
demonstrate that an increase in the number of reconfigurable
elements plays a vital role in increasing the number of key
bits that can be securely generated, where diminishing returns
are seen near Nrg = 16 elements for the 1\ x 1\ array size.
The results also show that using only two impedance states per
RE maximizes the number of bits available per RECAP state,
meaning that simple switches may represent a practical RE
termination. Simulations and measurements demonstrate that a
compact 5 x 5 parasitic reconfigurable antenna can secure up to
50% of the available key bits in a NLOS scenario, even when an
eavesdropper has an array surrounding the RECAP and a 3-dB
SNR advantage. The findings show that RECAPs represent a
promising candidate for key establishment based on reciprocal
channel estimates for static or slow-fading channels.
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